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When we talk about retention, what do we mean by “long term,” and how do different 
groups perceive it? 

Over the long term, all of our electronic records (digital or otherwise) will be lost, even 
while some physical records will survive. 

Discussion: 

Å     Why will electronic records disappear, while physical records survive? 

•     What records are “keepers,” and why should this concern us? 

•     Is there anything we can do about it? 

•     Should we even try? 

•     Do we care enough? 

Mr. Grevin will present and discuss the records, the issues and the choices, and will list 
some sources for further inquiry. 

M A Y  P R O G R A M  

Tuesday, May 18, 2010   *    Embassy Suites  Briaridge    *    11:00 a.m. ï 1:00 p.m. 
 

 
 

 

 
 

The Death March of Digital é  

Implications of Long-term e-Retention   
By Frederic Grevin 

 

About the Speaker  

Fred Grevin is a Deputy Commissioner and the Chief Information Officer of the New 
York City Department of Records and Information Services. 

The Department of Records is an oversight agency responsible for the organization and 
retrieval of records produced by past and present New York City governments. 

Fred Grevin is responsible for: 

• developing City-wide strategies and policies for records and archives management, 
• coordinating the City-wide deployment of the strategies and policies, and 
• creating projects to implement them. 

Mr. Grevin has an undergraduate degree in archaeology and art history from the 
University of Dijon, France. 

He is a member of the U.S. Technical Advisory Group (TAG), which develops and 
coordinates the U.S. positions on the development and review of standards developed 
under the auspices of TC 171 (Document Management) of the International Organization 
for Standardization (ISO). He is a member of the Association for Records Managers and 
Administrators International (ARMA), the Association for Information and Image 
Management (AIIM), the Archivists Round Table of New York City, the Computer 
Society of the IEEE (formerly the Institute of Electrical and Electronics Engineers), The 
American Society for Indexing, and the New York Association of Local Government 
Records Officers (NYALGRO). 
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Hello ARMA San Antonio! 

Our April luncheon meeting and program was full of 

great information. Kathy Jordan, MLIS, presented on 

Managing Legacy Records. Her presentation was very 

informative as she explained her step-by-step process 

on how to approach to legacy records. I personally 

would love to hear more on this subject. Thank you, 

Kathy Jordan. 

As in past years, SACU‟s 8th Annual Shred Day was a 

big success. San Antonio residents disposed of 93,000 

pounds of sensitive documents. During the this event, 

some 2,000 people took advantage of the free 

shredding service and donated almost $3,000 to benefit 

San Antonio‟s Dress for Success program. Special 

Thanks to Marshall Shredding Co, Iron Mountain, 

Recall, Cintas and all the volunteers.  

May is an exciting month for our chapter. May 9th is 

Mother‟s Day; here‟s wishing all our members a May is 

a busy month for our chapter. This coming Sunday, 

May 9th is Mother‟s Day; here‟s wishing all our 
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From the President 

 

members a happy Mother‟s Day!  Monday, May 10 is 

ARMA‟s annual Swing and “Bear” It Golf 

Tournament at the Olympia Hills Golf Club. Golfers 

and volunteers are needed; contact Chris Jacobs at 

(210) 258-1263. On May 18 at our monthly meeting 

Frederic Grevin will present “The Death March of 

Digital – Implications of Long-term e-Retention. At 

this last regular meeting of the year, we will elect 

Board members and officers. please attend and cast 

your votes!  

Time flies when you‟re having fun! Only two more 

monthly meetings before our year comes to a close. I 

want to thank everyone for all the hard work in 

making this a successful year. See you on the 18th. 

  Isabel 
Isabel Carreon, President 
San Antonio Chapter, ARMA  

 

Each year the our San Antonio ARMA chapter wraps up its regular year of 
programs at its June Awards Banquet. As always, the highlight of this year‟s 
event will be the announcement of the Member of the Year and Manager 
of the Year awards for 2009-2010.  

Winners are chosen from among the nominations received by the Awards 
Committee. This is a great way to recognize individuals who have gone 
above and beyond to advance Records Management through their 
professionalism and service. 

Submit your nominations by Friday, May 21. Forms and instructions are 
printed on the back pages of this newsletter. Please contact Lisa Pichardo if 
you have questions. 

 

Submit your nominations for ARMA SA awards 

awards 
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Free To a Good Mind  

   Top 5 òFree Things,ó May 2010   – Jenny N. 
Barker, CRM      (Eighth  in a Series) 

 

1. How to save text messages from a cell phone to a 
computer: 
http://www.soundfeelings.com/free/save_text_m
essages.htm  

2. How to save instant messages to a DVD: 
http://www.ehow.com/how_2315544_save-
instant-messages-dvd.html  

3. Scrub your copier‟s memory before discarding the 
machine:  

 Article 1: 
http://www.buffalonews.com/2010/04/22/1
028276/scrub-copiers-memory-before-
discarding.html       

 Article 2: 
http://legalholds.typepad.com/legalholds/201
0/04/copier-hard-drives-pose-preservation-
problem.html  

4. What‟s inside a computer?  http://www.kids-
online.net/learn/c_n_l.html  

5. How does a mouse work? 
http://computer.howstuffworks.com/mouse10.ht
m  
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June Awards Ceremony 

and Installation of 

Officers 

Thursday, June 15, 2009 

The Club at Sonterra  

901 Sonterra Boulevard  

San Antonio, TX 78258  

Be there !  

For more information,          

contact Lisa Pichardo.  

 

 

Once again, our June Awards Ceremony will be held at the elegant Club at 

Sonterra. Make plans to be a part of this event as we look back over the 2009-

2010 season of programs and activities, honor outstanding individuals for 

professional achievement, and install officers and directors for the coming year. 

The cost is $25 for Members, $30 for Non-Members. 

To register, e-mail ARMASArsvp@gmail.com, contact Carrie Copeland at 
(210) 378-2461, or simply respond to the e-vite. 

 

Please, confirm your reservations by Friday, June 11.   
No-show registrations will be charged. 
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Despite Rain, 8
th

 

Annual Shred 

Day Declared a 

Success 

 

 

 

Braving steady rains on Saturday, April 17, volunteers 
banded together to help the San Antonio community 
dispose of 93,000 pounds of sensitive documents. 
Eager residents waited in lines at seven SACU 
branches to shred papers, helping them avoid being 
victims of ID theft, encouraging recycling and 
lessening the burden on our landfills. 

Sponsors were SACU, ARMA of San Antonio, 
WOAI News 4 and four commercial shred 
companies: Marshall Shredding, Iron Mountain, 
Recall and Cintas Shredding. Thanks to the effort, 
San Antonio residents saved some 800 trees, or an 
estimated 17 trees for every ton of paper shredded. 

 “With ID theft growing every year, we helped 
people safely dispose of sensitive documents and 

educated them about protecting themselves,” Jeff 
Farver, SACU President and CEO, said. During 
the three-hour event, some 2,000 people took 
advantage of the free shredding service and 
donated almost $3,000 to benefit San Antonio‟s 
Dress for Success® program, an organization 
dedicated to helping women gain skills to re-
enter the workforce.  

The material shredded on Saturday will go into 
the recycling process to make paper towels and 
toilet paper, rather than contributing bulk to our 
overcrowded landfills. The event caters to 
individuals rather than businesses, because unlike 
many businesses, few individuals have access to 
commercial shredding service.  C 

 

Damp workers serve 

the residential 

community at two of the 

Shred Day eventôs 

seven locations.  

In the photo at left, 

ARMA member David 

Carney (far left), 

observes as a resident 

drops off documents.  
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If your office copier stores images digitally, as most 
do, the images may be landing in the hands of 
potential identity thieves.  

During the week of April 15, CBS News published a 
story about a warehouse in New Jersey that housed 
approximately 6,000 used copy machines waiting to be 
sold. According to the article, each copier holds a 
secret – a goldmine for identity thieves. 

The fact is that since 2002 almost every new copier 
made contains a hard drive similar to the one in your 
personal computer. Images scanned on the copier that 
are to be used for duplication, faxed, or captured as 
electronic files are stored digitally on the hard drive. 
When the copiers are replaced, the old machines may 
be resold many times with the old hard drives, 
including any data they contain, intact. Often 
decommissioned machines are sold and shipped 
overseas. You see where I am going with this. 

In short, modern copiers have hard drives that store 
digital versions of the copies the machines produce. 
These hard drives can contain scanned information 
from medical records, to company trade secrets, 
individuals‟ tax returns, Social Security and account 
numbers, etc.  

This is scary stuff. If you have replaced your copiers 
recently, think about the information you copied 
during the past five years and that it could be sitting in 
a warehouse waiting for some identity thief to 
purchase and use the information to harm you, your 
company, or your clients.  C 

What You Can Do 

1. Inventory each computer your company 
owns or leases.  

2. Contact your copier service provider or read 
the owner‟s manual to see if the copier 
stores its copies digitally. 

3. If the copier stores all the copies digitally, 
ask the question, “Do we need to retrieve a 
copy from a copier‟s hard drive?” If you 
don‟t need the function, see if it can be 
turned off. If you do need the function, see 
if a periodic purge (complete removal) can 
be done so that an identity thief with high-
tech capabilities cannot recover the data. 

4. Find out what happened to your old copiers. 
Did you have procedures in place to have 
the hard drive removed or cleaned prior to 
removal? Does the service company provide 
this service?  

5. Check with your copier provider to see if 
they offer a “security kit” that will help with 
protecting your company information by 
encrypting the information. If not, contact 
someone to remove and destroy the drives 
when the lease is up. 

 

Standard for sanitizing media 

Is triple-reformatting of the drive sufficient to irretrievably remove any data? No. Simply formatting a drive, even 
repeatedly, will not ensure that information can‟t be restored by well-equipped and talented hackers.   

The minimum standard is to write over the drive with three alternating passes of 1s and 0s, with verification occurring 
on the last pass.  There are many options regarding data clearing, depending on the type of media (ATA drive, SCSI 
drive and more). The best way to address media sanitization within the your agreement with the vendor is to reference 
NIST 800-88 as the standard. While this standard covers many more media types than what is in scope for the 
agreement, it acts as a common body of knowledge that everyone can reference. Click here to read the publication.Of 
particular interest is Table 1-A, starting on page 17 with hard drive specifications starting at the top of page 19.  

 

Your Company Copiers Could Be Leaking Trade 
Secrets or Private Information to Identity Thieves 

   by Chris Jacobs 

http://csrc.nist.gov/publications/nistpubs/800-88/NISTSP800-88_rev1.pdf
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  Cloud Computing:  

    What is it? What are the privacy and security issues? 

by Anne Comeaux 
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The National Archives and Records Administration‟s 
(NARA) FAQ website defines cloud computing as “a 
technology that allows users to access and use shared data 
and computing services via the Internet or a Virtual Private 
Network using a scalable range of resources without having 
to build infrastructure to support these resources within 
their own environments or networks.” The National 
Institute of Standards and Technology (NIST) defines 
cloud computing as “a model for enabling convenient, on-
demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned 
and released with minimal management effort or service 
provider interaction.” (NIST Definition of Cloud 
Computing, Version 15, 10-07-2009) 

Cloud computing offers many advantages to companies. 
They don‟t have to buy expensive hardware and software 
or hire administrators and systems people to support an in-
house computer system. Instead, they can pay as they go, 
and pay only for what they use. Storage can be a flexible 
architecture – you may need vast amounts of storage this 
year but none next year. Pricing can be flexible, too, with 
service measured per gigabyte per user, by data transfers in 
and out with different rates for different time periods of 
transfer, by computing time needed, etc. Programs and 
data are accessible via the internet or may be limited to an 
in-house network if more security is desired, depending on 
the cloud computing model chosen. Shifting public data to 
an external cloud reduces the exposure of internal sensitive 
data. Cloud computing can offer redundancy and disaster 
recovery. 

Any service or program sent over an Internet connection 
can be considered a cloud service. An outside vendor runs 
the servers and software, so the buyer doesn‟t have to 
worry about the technical issues in-house and can focus on 
other issues. Examples of common cloud applications 
include Gmail, Flicker, Facebook, backup data-storage 

services from providers such as Amazon.com, and 
programs to help salespeople keep track of customer 
information, such as SalesForce.com. 

Essential cloud characteristics include: 

• On-demand self-service 
• Broad network access 
• Resource pooling 
• Location independence 
• Rapid elasticity 
• Measured service 

So, shouldn‟t all companies save money on systems 
staff and expensive, quickly changing technology? What 
are the privacy and security issues involved in using 
cloud computing? 

• Current enterprise applications can‟t always be 
migrated conveniently, due to software 
complexity, lack of customization of cloud 
software, or other issues. Companies may end up 
having to create/maintain these in-house anyway. 

• Can your security requirements be met by the 
vendor? Can you trust the vendor‟s security 
model? Can you obtain support from the vendor 
for e-discovery requests or other investigations? 
Can you get your data out if you decide to change 
vendors/systems? Can you audit the cloud system? 
Is your data kept separate from other companies‟ 
or intermingled? Do vendor personnel have 
administrative rights to your data? Can the vendor 
replace lost data in case of system failure (backup, 
disaster recovery)? What about hacking 
protection? 

• Can you get a service-level agreement guaranteeing 
availability, accessibility, handling of unplanned 
outages, isolation, responsibilities, providing the 
desired bandwidth, backups, restoral, and 
customer service? Who do you call at 3 a.m.? What 
happens if the vendor goes out of business? 

• Are there fines or penalties associated with moving 
to a different system? 

(Continued on page 8) 

 

 

http://www.archives.gov/global-pages/exit.html?link=http://csrc.nist.gov/groups/SNS/cloud-computing/index.html
http://www.archives.gov/global-pages/exit.html?link=http://csrc.nist.gov/groups/SNS/cloud-computing/index.html
http://www.archives.gov/global-pages/exit.html?link=http://csrc.nist.gov/groups/SNS/cloud-computing/index.html
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DuWayne Strikes óMother Lodeô 

Thank you, thank you, thank you to attendees at the April 

luncheon.  Your generous cash donations totalled $82.75; however, it 
didn‟t take long for me to spend it. Again, the Lackland AFB Thrift Shop 
and Yard Sales are how the money went so quickly.  

I found a new source that one would not believe possible. One day I was 
taking a couple of mattresses to the landfill near Austin and as I was 
leaving I noticed, on my left, a building with a sign readin, “Items for 
Sale.” Well, naturally that piqued my interest. Everything was on shelves 
or laid out on tables, so I started weaving my way through tables. As I 
was getting near the end, I looked up, lo and behold, the „Mother Lode‟ 
of stuffed animals. I asked the attendant the price and was told one dollar 
for the larger ones, 50 cents for smaller. I screened them and found that 
the majority were practically like new, so I started filling bags. By the time 
I was finished I had 47. I went to the checkout area and proceeded to tell 
the attendant how many I had. She said, “That‟s fine,” and wrote on the 
receipt, “Toys, $5.00.” True story. 

Special thank you to Jenny Barker, CRM and Elaine Moreland. Each 
brought three bears to the luncheon.   

 ð DuWayne Headrick 

 

Battered Womenôs Shelter of Bexar County 

As Summer Vacation Approaches . . . 

As we come to the end of  another very successful year of ARMA activities, 

it‟s time to take a break and look forward to some well deserved time off.   

As you plan your vacation, remember to leave room in your suitcase to save those much-needed toiletries. We 

appreciate your consideration. We realize sometimes it takes a little effort to collect the toiletries every vacation 

day and place them in a bag for the ladies and children experiencing abuse and sadness.   

Please remember that this effort on your part makes a big difference to the women and children at the 

Battered Women‟s Shelter. We are providing a service that would otherwise be very expensive for them.   

Again, thank you for your kind generosity and your response to our “item of the month” in 2009-2010 and the 

success of our collections is all due to you. We thank you for every bottle of shampoo, conditioner, hand 

cream, the packages of toothbrushes, the many bars of soap and the tubes of toothpaste. We especially thank 

all of you who brought the many packages of diapers! All the moms thank you! You have made the lives of 

others a little easier.   

 Dora S. Martinez, CRM 
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Cloud computing, continued from page 6 

 How much of the management can you do 

yourself?  

 Can you sign in? Can you verify your usage of the 

system to verify billing? 

 Can records be retained to follow recordkeeping 

requirements dictated by your company‟s records 

retention schedule and regulatory oversight? Are 

the functionality and integrity of records constant 

throughout their life cycle, and links between 

records and their metadata maintained? 

In summary, cloud computing has broad appeal and 

applicability and has the potential to save money and 

improve productivity. However, the Cloud also introduces 

issues including security, privacy, ownership, and 

migration of information into/out of the cloud. One size 

definitely does not fit all.  

Companies should examine various vendors‟ capabilities 

and find one that matches their organization‟s financial, 

security, and access needs.   C 

“Never interrupt your enemy when he is 

making a mistake. “ 

ðNapoleon Bonaparte (1769 - 1821) 

 

http://en.wikipedia.org/wiki/Franklin_Foer
mailto:terry.mergele@kci1.com
armasa@armasanantonio.org
http://www.armasanantonio.org/
http://www.quotationspage.com/quote/26960.html
http://www.quotationspage.com/quote/26960.html
http://www.quotationspage.com/quote/26960.html
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Schedule of  Chapter Events for 2009-2010 
date event location 

Tuesday, September 
15, 2009 

Luncheon Meeting and Program: Working Effectively with 
the „Next Generation‟ Workforce – Ryan Kohnen 

Embassy Suites,  
11:00 a.m. – 1:00 p.m. 

Tuesday, October 20, 
2009 

Luncheon Meeting and Program: The Changing 
Environment for Information e-Discovery – Ben Wright, 
Esq. 

Embassy Suites,  
11:00 a.m. – 1:00 p.m. 

Tuesday, November 
17, 2009 

Luncheon Meeting and Program: Setting Up Governance 
For Your RIM Program – Rich Russo, ermm 

Embassy Suites,  
11:00 a.m. – 1:00 p.m. 

January 19, 2010 
Luncheon Meeting and Program: Getting The Most from 
SharePoint - Mimi Dionne, PMP, CRM, CDIA+  

Embassy Suites,  
11:00 a.m. – 1:00 p.m. 

Friday, February 19, 
2010 

Annual Educational Seminar – Automate Records 
Management - ARM Yourself! 

Tesoro Conference Center 
(full day) 

Tuesday, March 16, 
2010 

Luncheon Meeting and Program –Human Resource 
Recordkeeping: Top 10 Mistakes – Budd Bowen  

Embassy Suites,  
11:00 a.m. – 1:00 p.m. 

Saturday, April 17, 
2010 

Annual Shred Day 
Various San Antonio 
locations (to be announced) 

Tuesday, April 20, 
2010 

Luncheon Meeting and Program – Managing Legacy 
Records – Kathy Jordan, MLIS 

Embassy Suites,  
11:00 a.m. – 1:00 p.m. 

Monday, May 10, 
2010 

Golf Tournament – Swing and “Bear” It 
Olympia Hills Golf Club, 
7:30 a.m. registration,   8:00 
a..m. shotgun start 

Tuesday, May 18, 
2010 

Luncheon Meeting and Program: The Death March of 
Digital ð Implications of Long-term e-Retention – 
Frederic Grevin 

Embassy Suites,  
11:00 a.m. – 1:00 p.m. 

Tuesday, June 15, 
2010 

Luncheon – Chapter Awards Ceremony and Installation 
of Officers 

The Club at Sonterra,  
11:00 a.m. – 1:00 p.m. 
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MAY MEETING TO INCLUDE ELECTION OF OFFICERS 

Please plan to be on hand for the final regular meeting of the 2009-2010 program year on Tuesday, 

May 18, and bring guests!   

In addition to the outstanding program we have planned, the Nominating Committee will present 

their slate of officer nominations for the coming year. Members attending the May meeting will 

elect officers and board for the 2010-2011 year. 
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